apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: manage-bmc-operations
spec:
  params:
    - name: bmc_ip
      description: "The BMC IP address"
      type: string
    - name: bmc_user
      description: "The BMC username"
      type: string
    - name: bmc_pass
      description: "The BMC password"
      type: string
  steps:
    - name: manage-bmc
      image: python:3.9-slim
      script: |
        #!/usr/bin/env python3
        import requests
        import json

        # Disable SSL warnings (not recommended for production)
        requests.packages.urllib3.disable_warnings()

        # Tekton Parameters
        bmc_ip = "$(params.bmc_ip)"
        bmc_user = "$(params.bmc_user)"
        bmc_pass = "$(params.bmc_pass)"

        # Headers and status codes for Redfish API
        headers = {"Content-Type": "application/json"}
        ok_status = [200, 201, 202, 203, 204]

        # Functions for HTTP operations
        def redfish_post(url, body, headers):
            response = requests.post(url, headers=headers, json=body, verify=False)
            return response.json(), response.status_code

        def redfish_get(url, headers):
            response = requests.get(url, headers=headers, verify=False)
            return response.json(), response.status_code

        def redfish_patch(url, body, headers):
            response = requests.patch(url, headers=headers, json=body, verify=False)
            return response.json(), response.status_code

        # Log in to BMC
        login_url = f"https://{bmc_ip}/redfish/v1/SessionService/Sessions/"
        login_body = {"UserName": bmc_user, "Password": bmc_pass}
        login_response, login_status = redfish_post(login_url, login_body, headers)
        if login_status in ok_status:
            auth_token = login_response.headers.get("X-Auth-Token")
            headers["X-Auth-Token"] = auth_token
        else:
            print("Failed to log in to BMC")
            exit(1)

        # Get system manufacturer
        system_url = f"https://{bmc_ip}/redfish/v1/"
        system_info, system_status = redfish_get(system_url, headers)
        vendor = system_info.get("Vendor", "").lower()

        # Example operation: Identify and initialize storage for Dell servers
        if vendor == "dell":
            storage_url = f"https://{bmc_ip}/redfish/v1/Systems/System.Embedded.1/Storage"
            storage_devices, storage_status = redfish_get(storage_url, headers)
            if storage_status in ok_status:
                for device in storage_devices.get('Devices', []):
                    if "SSD" in device.get('Name', ''):
                        init_url = f"https://{bmc_ip}/redfish/v1/Systems/System.Embedded.1/Storage/{device['Id']}/Actions/Device.Initialize"
                        init_body = {"InitializeType": "Fast"}
                        init_response, init_status = redfish_post(init_url, init_body, headers)
                        if init_status in ok_status:
                            print(f"Successfully initialized device {device['Id']}")
                        else:
                            print(f"Failed to initialize device {device['Id']}")
            else:
                print("Failed to retrieve storage devices for Dell server.")
        elif vendor == "hp":
            # Placeholder for HP-specific logic
            print("HP-specific operations would go here.")

        # Additional operations based on the vendor can be added following the same pattern

        print("Completed BMC management operations.")

######################

apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: manage-bmc-with-python
spec:
  params:
    - name: bmc_ip
      description: "The BMC IP address"
    - name: bmc_user
      description: "The BMC username"
    - name: bmc_pass
      description: "The BMC password"
  steps:
    - name: manage-bmc
      image: python:3.9-slim
      script: |
        #!/usr/bin/env python3
        import requests
        import json

        # Parameters
        bmc_ip = "$(params.bmc_ip)"
        bmc_user = "$(params.bmc_user)"
        bmc_pass = "$(params.bmc_pass)"

        # Headers for Redfish API
        headers = {"Content-Type": "application/json"}
        ok_status = [200, 201, 202, 203, 204]

        # Disable SSL warnings (not recommended for production)
        requests.packages.urllib3.disable_warnings()

        def redfish_post(url, body, headers):
            response = requests.post(url, headers=headers, data=json.dumps(body), verify=False)
            return response

        def redfish_get(url, headers):
            response = requests.get(url, headers=headers, verify=False)
            return response

        def redfish_patch(url, body, headers):
            response = requests.patch(url, headers=headers, data=json.dumps(body), verify=False)
            return response

        # Log in to BMC
        login_url = f"https://{bmc_ip}/redfish/v1/SessionService/Sessions/"
        login_body = {"UserName": bmc_user, "Password": bmc_pass}
        login_response = redfish_post(login_url, login_body, headers)
        auth_token = login_response.headers.get("X-Auth-Token")
        headers["X-Auth-Token"] = auth_token

        # Get system manufacturer
        system_url = f"https://{bmc_ip}/redfish/v1/"
        system_response = redfish_get(system_url, headers)
        vendor = system_response.json().get("Vendor", "")

        # Determine endpoints based on vendor
        if vendor.lower() == "dell":
            otb_endpoint = "Systems/System.Embedded.1/"
            reboot_endpoint = "Systems/System.Embedded.1/Actions/ComputerSystem.Reset"
        else:
            otb_endpoint = "Systems/1/"
            reboot_endpoint = "Systems/1/Actions/ComputerSystem.Reset"
            virtual_media_endpoint = "Managers/1/VirtualMedia/2"
            smartstorage_endpoint = "Systems/1/SmartStorageConfig/Settings"

        # Example operation: Get Power Status
        power_status_url = f"https://{bmc_ip}/redfish/v1/{{otb_endpoint}}"
        power_status_response = redfish_get(power_status_url, headers)
        power_state = power_status_response.json().get("PowerState", "")

        # Further operations (power management, virtual media, etc.) can be added here following the same pattern

        print("Completed BMC management operations.")

###############

# Continuing from the previous script setup...

        # Function to perform a POST request
        def redfish_post(url, body, headers):
            response = requests.post(url, headers=headers, data=json.dumps(body), verify=False)
            return response.json(), response.status_code

        # Function to perform a GET request
        def redfish_get(url, headers):
            response = requests.get(url, headers=headers, verify=False)
            return response.json(), response.status_code

        # Function to perform a PATCH request
        def redfish_patch(url, body, headers):
            response = requests.patch(url, headers=headers, data=json.dumps(body), verify=False)
            return response.json(), response.status_code

        # Additional logic for Dell servers
        if vendor.lower() == "dell":
            # Step 1: Identify storage devices
            storage_url = f"https://{bmc_ip}/redfish/v1/Systems/System.Embedded.1/Storage"
            storage_devices, status_code = redfish_get(storage_url, headers)

            if status_code in ok_status:
                # Assuming 'Devices' is the key that contains storage device info; adjust based on actual API response
                for device in storage_devices.get('Devices', []):
                    # Example logic to identify the right device for initialization
                    if "SSD" in device.get('Name', ''):
                        # Step 2: Perform fast initialization on identified SSDs
                        # Placeholder URL and body; adjust based on actual API capabilities and requirements
                        init_url = f"https://{bmc_ip}/redfish/v1/Systems/System.Embedded.1/Storage/{device['Id']}/Actions/Device.Initialize"
                        init_body = {"InitializeType": "Fast"}
                        init_response, init_status = redfish_post(init_url, init_body, headers)
                        if init_status in ok_status:
                            print(f"Successfully initialized device {device['Id']}")
                        else:
                            print(f"Failed to initialize device {device['Id']}")
            else:
                print("Failed to retrieve storage devices.")
            
            # Additional Dell-specific operations can follow here...

        # For non-Dell servers, other logic would continue as previously outlined

        print("Completed BMC management operations.")

##############

apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: manage-bmc-via-redfish
spec:
  params:
    - name: bmc_ip
      description: "The BMC IP address."
    - name: bmc_user
      description: "The BMC username."
    - name: bmc_pass
      description: "The BMC password."
  steps:
    - name: manage-bmc-operations
      image: python:3.9-slim
      script: |
        #!/usr/bin/env python3
        import requests
        import json

        # Parameters from Tekton task
        bmc_ip = "$(params.bmc_ip)"
        bmc_user = "$(params.bmc_user)"
        bmc_pass = "$(params.bmc_pass)"

        # Common headers and status codes for Redfish API
        headers = {"Content-Type": "application/json"}
        ok_status = [200, 201, 202, 203, 204]

        # Disable SSL warnings (not recommended for production)
        requests.packages.urllib3.disable_warnings()

        # Function to perform a POST request
        def redfish_post(url, body, headers):
            response = requests.post(url, headers=headers, data=json.dumps(body), verify=False)
            return response.json(), response.status_code

        # Function to perform a GET request
        def redfish_get(url, headers):
            response = requests.get(url, headers=headers, verify=False)
            return response.json(), response.status_code

        # Function to perform a PATCH request
        def redfish_patch(url, body, headers):
            response = requests.patch(url, headers=headers, data=json.dumps(body), verify=False)
            return response.json(), response.status_code

        # Log in to BMC
        login_url = f"https://{bmc_ip}/redfish/v1/SessionService/Sessions/"
        login_body = {"UserName": bmc_user, "Password": bmc_pass}
        login_response, status_code = redfish_post(login_url, login_body, headers)
        auth_token = login_response.headers.get("X-Auth-Token")
        headers["X-Auth-Token"] = auth_token

        # Get system manufacturer
        system_url = f"https://{bmc_ip}/redfish/v1/"
        system_info, status_code = redfish_get(system_url, headers)
        vendor = system_info.get("Vendor", "").lower()

        if "dell" in vendor:
            # Dell-specific operations
            # Placeholder for Dell operations as described previously
            print("Performing Dell-specific operations...")
        elif "hp" in vendor:
            # HP-specific operations
            # Placeholder for HP operations
            print("Performing HP-specific operations...")
        else:
            print("Unknown vendor. Custom operations are not defined.")

        print("Completed BMC management operations.")
